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About this manual

This manual explains how to install, activate, configure, and use HireRemote by Cybality v0.2.2 on Windows. It also
documents the one-time free trial, worldwide job discovery, the in-app application browser, Assisted Auto Apply,
Resume Studio, Interview Prep, Application Tracker, security features, and common troubleshooting steps.

Screenshot note

HireRemote screenshots in this manual are rendered from the v0.2.2 interface included with the supplied
source/build package. Windows installation and security dialogs are representative examples; wording and
button placement can vary by Windows version, SmartScreen reputation, Smart App Control, antivirus
software, and organization policy.

Operating system 64-bit Windows 10 or Windows 11.
Processor x64-compatible processor.
Web runtime Microsoft Edge WebView2 Runtime must be available

on the target computer.

Internet Required for first license activation, periodic Gumroad
membership verification, job updates, and online
research. Some local features continue without
Internet.

.NET The released app is published self-contained; end
users do not need to install the .NET 8 runtime
separately.

Installer HireRemote-by-Cybality-0.2.2-x64.msi

Membership $9.99 per month through Gumroad. A one-time 10-
minute free trial is also available to an eligible Windows
user.

Do not disable Windows security globally

If SmartScreen warns about the current unsigned installer, use the per-file More info / Run anyway flow only
when you intentionally downloaded HireRemote from a trusted Cybality source. Do not turn off Microsoft
Defender SmartScreen, Smart App Control, or organization-wide security controls just to install the app.
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INSTALLATION

1. Install HireRemote on Windows

The v0.2.2 MSI installs HireRemote under the 64-bit Program Files area, creates a desktop shortcut, and creates a
Start Menu shortcut. The published application itself is self-contained.

Step 1 - Locate the MSI

Download or copy the HireRemote MSI to the Windows computer where you want to use the application.

n Open File Explorer and browse to the folder containing HireRemote-by-Cybality-0.2.2-x64.msi.

Confirm that the filename matches the version you intended to install. If the installer came from an
unexpected email, file-sharing site, or unknown sender, do not run it until you verify the source.

n Double-click the MSI to start installation.

Downloads

C:\Users\YourName\Downloads

Name Type Size

=] HireRemote-by-Cybality-0.2.2-x64.msi

Windows Installer Packa
S Double-click this installer to begin. =

Tip: If the file was downloaded from the Internet, Windows may perform reputation checks before installation.

ENG 9:27 PM
Figure 1. Example: locating the HireRemote v0.2.2 MSI in Downloads.
Why the installer may be challenged by Windows

A new or unsigned installer can have little or no SmartScreen reputation. That does not by itself prove the file
is malicious, but it means Windows is asking you to make an informed trust decision.

Step 2 - If Windows opens the installer immediately

Some systems will go directly to User Account Control or Windows Installer. If you do not see SmartScreen,
continue to the User Account Control instructions in the next section.
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WINDOWS SECURITY

2. SmartScreen and User Account Control

2.1 Common SmartScreen warning

Microsoft Defender SmartScreen checks downloaded applications and files for known malicious content and

reputation. On a new or unsigned HireRemote build, Windows may display a blue Windows protected your PC
message.

Windows protected your PC

Microsoft Defender SmartScreen prevented an
unrecognized app from starting. Running this app
might put your PC at risk.

App: HireRemote-by-Cybality-0.2.2-x64.msi

Publisher: Unknown publisher

More info

Figure 2. Representative SmartScreen warning for the HireRemote MSI.

2.2 Proceed only when you trust the installer

Read the warning and confirm the App field refers to the HireRemote MSI you intended to run.

n Click More info. Windows may then reveal the publisher information and an additional Run anyway button.

n If you obtained the installer from a trusted Cybality source and you intentionally want to install it, click Run
anyway.

n If the filename or source is not what you expected, choose Don't run and obtain a clean copy from
Cybality.
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Windows protected your PC

Microsoft Defender SmartScreen prevented an unrecognized app from
starting. Only continue if you obtained HireRemote from a trusted Cybality source.

App: HireRemote-by-Cybality-0.2.2-x64.msi

Publisher: Unknown publisher

e current installer is unsigned or has not
tation.

Only choose Run anyway when you trust the installer and its source.

m

Figure 3. Representative expanded SmartScreen prompt with Run anyway.

If Run anyway is missing

On a business-managed PC, Smart App Control, Windows Defender Application Control, AppLocker, antivirus
software, or organizational policy may block unsigned installers without offering an override. Do not disable
those controls. Contact the device administrator or use a properly code-signed HireRemote build.
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After SmartScreen, Windows may ask whether the installer can make changes to the device. This is the normal
elevation step required to install files under Program Files.

Confirm the app is HireRemote by Cybality and that you started the installation yourself.

Because the current build may be unsigned, Windows can show Unknown publisher.

Select Yes to continue. If you did not start this installation, select No.

User Account Control

Do you want to allow this app to make changes to your device?

HireRemote by Cybality
= Verified publisher: Unknown

File origin: Hard drive on this computer

If you started the installer intentionally, select Yes to allow installation.

Figure 4. Representative User Account Control prompt.

Windows Installer copies the published HireRemote executable to the Cybality application folder and creates
desktop and Start Menu shortcuts. Installation may complete quickly, depending on the computer.
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Windows Installer

@ Installing HireRemote by Cybality

Please wait while Windows installs the application.

Creating application files and shortcuts...

ENG 9:27 PM

Figure 5. Representative Windows Installer progress screen.

2.5 Launch HireRemote

When installation finishes, return to the desktop or open the Start Menu.

n Double-click HireRemote by Cybality.

n The first launch opens the membership / free-trial screen.
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P~

HireRemote is installed

Use the desktop shortcut or Start menu to launch it.

Open HireRemote

The installer creates Desktop and Start Menu shortcuts.

CT )] ] ENG 9:27 PM

Figure 6. Example desktop shortcut after installation.
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GETTING STARTED

3. First launch, membership activation, and the free trial

= HireRemote
JEO by it

SECURE REMOTE JOB WORKSPACE
Activate HireRemote

Enter the license key from your active HireRemote membership to
unlock the secure job browser, application tracker, resume tools, and
interview preparation.

License key
JOOOXXX - X - OO - XXX Ig
Buy or Renew
REREMOTE
Try Free for 10 Minutes

One 10-minute trial per Windows user. No license ey required
HireRemote Membership - $9.99/month

Gumroad membership verification - Periodic internet verification required

Figure 7. HireRemote activation, purchase/renewal, and one-time free-trial screen.

3.1 Activate an existing membership

Make sure the computer has Internet access for the first verification.

n Paste the Gumroad license key associated with the active HireRemote membership into License key.

n Click Activate.

HireRemote sends the product identifier and license key to Gumroad for verification. Routine checks do
not intentionally increment Gumroad's license-use count.

After successful verification, HireRemote stores the validated license locally using Windows user-scoped
DPAPI protection and opens the job-update screen.

3.2 Buy or renew

Click Buy or Renew to open the official HireRemote Gumroad product page inside HireRemote. The product page is
https://cybality.gumroad.com/I/HRCYB and the membership price shown in v0.2.2 is $9.99/month. After purchasing
or renewing, close the purchase browser, enter the license key, and click Activate.
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3.3 One-time 10-minute free trial

If the Windows user is eligible, click Try Free for 10 Minutes.

The timer begins immediately. Closing and reopening HireRemote does not reset the timer; the remaining
time continues from the original start time.

n A countdown appears in the main HireRemote interface while the trial is active.

n At 00:00, HireRemote closes any open application browser and returns to the license screen.

After the trial is consumed, that Windows user is not offered another 10-minute trial through a normal
reinstall. A successful paid activation also consumes any unused local trial entitlement.

Trial purchase-flow fix in v0.2.2
When a trial has ended and the user chooses Buy or Renew, HireRemote forces a fresh navigation to the
official Gumroad product page instead of returning to the last job application that was open.

3.4 Periodic membership checks

¢ HireRemote normally re-verifies a cached membership after about 24 hours.

e  After a recent successful verification, an offline grace period of up to 72 hours can allow continued access if
Gumroad is temporarily unreachable.

e After the grace period expires, Internet verification is required again.

¢ Refunded, disputed, chargebacked, failed, cancelled, or ended memberships are rejected when Gumroad
reports those conditions.
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AUTOMATIC UPDATES

4. Automatic job update screen

1 HireRemote
B T eraair

AUTOMATIC JOB UPDATE

Updating remote jobs

Checking for new remote jobs and updating your local job database...

1 €b “~gfornew 2 Organizing jobs 3 R vexpired
jobs listings

This happens automatically whenever HireRemote starts

Figure 8. Startup job-update screen. Provider/source names are intentionally hidden here.

After activation or trial entry, HireRemote performs a startup job check before showing the main workspace. The

screen intentionally uses generic progress labels rather than listing individual job providers.

What happens during startup

refresh.

metadata, and written to the local SQLite database.

unavailable, after HireRemote falls back to the jobs already stored locally.

No manual refresh button

Daily. Daily is the default, and HireRemote also checks when the app starts.

Checking for new jobs - HireRemote polls supported public feeds/APIs when each source is eligible for
Organizing jobs - imported records are normalized, deduplicated by URL, categorized, assigned security
Removing expired listings - jobs outside the 90-day retention window are removed. Application Tracker

records are stored separately, so your application history can remain after an old job listing expires.

Opening HireRemote - the main workspace loads after the sync completes or, if a source is temporarily

Job collection is automatic. Users choose the schedule in Settings: Hourly, Every 6 hours, Every 12 hours, or
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MAIN WORKSPACE

5. Home dashboard

HIREREMOTE

Home

® Jobs up to date

REMOTE WORK, WITHOUT THE CHAOS

Find. Check. Apply. Track

In . e - p y' rac L + Link checked

HireRemote brings remote job discovery, secure in-app browsing, application tracking, -
90-day cleanup

Application Tracker 14
Jobs

resume help, and interview preparation into one workspace.

Browse remote jobs Prepare for an interview

Resume

@ Application Profile

Interview Prep

12,438 12,438 684 14
Top job categories Safer application browsing
Cybersecurity 1184 Software Development
Customer Support 2 Data & Al 7
~ External pages cannot access the native app bridge
+ Camera, microphone, and location permissions are denied by default
Project Management 764 Sales 1,231 + Application URLs are remembered for later follow-up
£+ Settings = B
i About
Link checks enabled
Recently added

Figure 9. Home dashboard with persistent side navigation.

Dashboard areas

e Active remote jobs - number of currently visible jobs after location filtering.

e  Security-checked links - jobs that have received HireRemote link/source risk analysis.

e Added in 7 days - recent additions to the local job database.

e Tracked applications - total items in Application Tracker.

e Top job categories - shortcuts into the Jobs page.

e Recently added - quick access to newer listings.

e Safer application browsing - summary of HireRemote's browser-isolation and permission restrictions.

Persistent side navigation

The left side menu remains available across the normal app pages and also remains visible while an employer or
ATS site is open in the application browser. Current sections are Home, Application Tracker, Jobs, Resume,
Application Profile, Interview Prep, Settings, and About.
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6. Jobs: search, categories, and location filtering

HireRemote MACOuER & Jobs up to date
BY CYBALITY Remote Jobs 7
Search title, company, keyword, or location All v
v Application Tracker 14 3
) Cybersecurity 3 snown
[ » Jobs Categories 2,438 Securely open applications without leaving HireRemote.
B Resume Cybersecurity 1184 Cyhality Checked
Software 2,906 Senior Security Analyst
@ Application Profile Development Northstar Health Open & Apply
e | Cybersecurity oday
+ Interview Prep Laa Al ts, improve detections, coordinate incide port ides
Customer Support 1,022
Sales 1231
Cybality Checked
Cloud Security Engineer
Vertex Labs Open & Apply
ioriawide @ Cybersecurit
trols, automate policy checks, and work with engineering teams on secure infrastructure and
Cybality Checked
IAM Analyst Onen s
Global Services Group Lot L
America / Remo C
o] Settings 0O integrations, MFA, and privileged access administration.
i About Job data attribution: Powered by RemoteJabs.org for listings supplied by RemoteJobs.org

@ Link checks enabled

Figure 10. Jobs page. The upstream provider badge is not shown beside Cybality Checked.

Open Jobs from the side navigation.

Use the search box to filter by title, company, keyword, or location within the local database.

Choose a category from the left-side category list or the category drop-down.

Review the title, company, stated location/eligibility, category, age, description, Cybality Checked label,
and link score.

Click Open & Apply to review the destination and open the employer/ATS page inside HireRemote.

Worldwide is the default. Settings can change the visible job scope to United States only or My home country only.
Home-country mode uses a type-ahead country list and includes roles explicitly marked worldwide plus roles whose
stated eligibility covers the selected country or a broader region that includes it. Postings with unknown geographic
eligibility are excluded from country-only mode rather than being assumed eligible.
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Current v0.2.2 job-source adapters

The v0.2.2 build includes public/documented integrations for Himalayas, Jobicy, Arbeitnow Europe, Arbeitnow UK,
We Work Remotely, Remotive, Remote OK, and RemoteJobs.org. Source/provider information is retained internally
and required attribution can appear in general attribution areas, but the provider badge is hidden next to the Cybality
Checked label on individual job cards.

Important
HireRemote does not literally guarantee that every employer or posting is legitimate. Source collection and
Cybality Checked are risk-reduction tools, not an identity-verification service.
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SECURITY

7. Cybality Checked and link-review warnings

Review this application link

HireRemote found warning signs on this application link. Review
the checks below before deciding whether to continue.

+ HTTPS connection detected

A Unusual redirect / shortened link detected

A Domain differs from the expected employer domain

Figure 11. Example link-review warning before opening a higher-risk destination.

What the automated check considers

e HTTPS usage.

e URL structure and unusual formatting.

e Known source context.

e Link-shortener use.

e Punycode / look-alike-domain indicators.

e  Other basic warning signs identified by the SecurityService.

If HireRemote asks you to review a link

Read the score, summary, and individual checks.
n If the link looks unexpected, choose Cancel and independently locate the employer's official careers page.

n If you understand the warning and still want to proceed, choose Open anyway.

Never interpret Cybality Checked as permission to send money, gift cards, cryptocurrency, banking
credentials, Social Security numbers, tax IDs, or other highly sensitive data to an unverified recruiter.

Security notice
Cybality Checked is an automated URL/source risk check. It is not a guarantee that a posting, employer,
recruiter, or website is legitimate.

APPLY
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8. Open & Apply and the in-app application browser
HireRemote - Application browser Secure browser

BY CYBALITY

NORTHSTAR HEALTH = CAREERS

e B Senior Security Analyst
Remote - United States

Application Tracker 14

Candidate information

Jobs

Full name Email

Resume Alex Morgan alex.morgan@example.com

R 5 Phone Linkedin
Application Profile
(317) 555-0184 linkedin.com/in/alexmorgan
Interview Prep
Resume [ CV

Alex-Morgan-Resume.docx attached

Why are you interested in this role?

7

Submit application

{3 Settings

i About

@ Link checks enabled

Figure 12. Application browser with persistent HireRemote navigation and Assisted Auto Apply.

Employer and ATS pages open in a separate, isolated WebView2 browser to the right of the HireRemote side
navigation. The destination URL is intentionally hidden from the toolbar, and Back/Forward buttons are not provided.

Assist Apply Uses the saved Application Profile to fill compatible
form fields and attempts to attach the saved resume. It
does not submit the form.

Reload Reloads the current employer/ATS page.

Close Closes the external application browser and returns to
the HireRemote page that was active.

Secure browser Indicates the external site is running in the isolated
application WebView rather than the trusted
HireRemote Ul WebView.

e External employer/ATS pages do not receive the trusted HireRemote native message bridge.

e Camera, microphone, and geolocation permissions are denied by default in the external browser.

e Links that open during the application process remain within the external browser workflow when possible.
e The job/application URL is saved to Application Tracker so you can revisit the employer or ATS portal later.
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9. Application Profile and Assisted Auto Apply

APPLY

HireRemote L .
Application Profile

BY CYBALITY

ASSISTED AUTO APPLY
Create your reusable Application Profile

Application Tracker 14

toolbar and HireRemote will fill matching fiel
Jobs never clicks Submit for you

ach your sa

E Resume

CONTACT DETAILS
Personal information
Full name

@ Application Profile

+ Interview Prep

Alex Morgan

Email Phone

alex.morgan@example.com (317) 555-0184

Country

United States

City/state

Indianapalis, IN

Address

# Settings

Linkedin GitHub
i About
https:/fwww.linkedin.com/in/alexn https://github.com/alexmorgan

@ Link checks enabled Portfolio

httrne: Halawmaraan da

Figure 13. Application Profile - contact, career, resume, and cover-letter information.

ed resume when the site allows it. HireRemote

Enter your real application information once. When a job application is open, click Assist Apply in the browsel

CAREER DETAILS
Current career information
Current employer

Example Health Network

Years of experience

6

Work authorization

Authorized to work in the United States

Require sponsorship?

No

Desired salary

$110,000

Remote-work preference

Fully remote

® Jobs up to date
Complete 4
profite 2 Openajob
Click Assist a Review &
Apply submit
Current title
Security Analyst
Willing to relocate?
No v
Earliest start date
mm/dd/yyyy (m]

Application Profile is the reusable factual profile used by Assisted Auto Apply and Resume Studio. Complete it with
real information and review it periodically so automated form filling remains accurate.

e Resume and reusable cover-letter template.

e Full name, email, phone, country, city/state, and address.
e LinkedIn, GitHub, and portfolio URLSs.

e  Current employer and current title.

e Employment history, education, certifications, skills, and years of experience.

e Work authorization and whether sponsorship is required.

¢ Willingness to relocate, desired salary, earliest start date, and remote-work preference.

e Preferred job titles and preferred industries.
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HireRemote MR .
Application Profile

@ Jobs up to date

A ASSISTED AUTO APPLY
- Home Complete

Create your reusable Application Profile T protite 2 Openajob
Application Tracker 14 Enter your real application information once. When a job application is open, click Assist Apply in the browser
toolbar and HireRemote will fill matching fields and attach your saved resume when the site allows it. HireRemote f) Click Assist i) Reviewn
Apply submit
Jobs never clicks Submit for you
Resume
- EE - CONTACT DETAILS CAREER DETAILS
Application Profile . . . .
Personal information Current career information
4+ Interview Prep Full name Current employer Current title
Alex Morgan Example Health Network Security Analyst
Email Phone Years of experience
alex.morgan@example.com (317) 555-0184 6
Country Work authorization
United States Authorized to work in the United States
City/state Require sponsorship? Willing to relocate?
Indianapolis, IN No ~ No v
Address Desired salary Earliest start date
$110,000 mm/dd/ o
{F Settings iy
i Linkedin GitHub Remote-work preference
i About
https:/fwww.linkedin.com/in/alexn https://github.com/alexmorgan Fully remote v
@ Link checks enabled Portfolio
httne:/lalavmnrman Ao

Figure 14. Application Profile - employment history, education, certifications, skills, and preferences.

Complete the fields that you are comfortable using for job applications.

Add or replace the resume that HireRemote should use for Assisted Auto Apply.

Add a factual reusable cover-letter template if desired.

Click Save profile.

HireRemote encrypts the structured profile and the managed resume copy for the current Windows user
using DPAPI.
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9.1 Use Assisted Auto Apply

Open a job from Jobs or revisit one from Application Tracker.
n Navigate to the employer's application form inside HireRemote.
n Click Assist Apply in the top browser toolbar.

n HireRemote inspects accessible form controls and fills fields it can confidently map to your saved profile.

n If a recognizable resume/CV upload field is available, HireRemote attempts to attach the managed
resume.

n Review every page, every answer, and the attached resume yourself.

-~ Complete any fields that HireRemote could not fill, then manually click the employer's Submit / Apply
button when you are satisfied.

Assist Apply never submits for you
The v0.2.2 Assisted Auto Apply feature is intentionally user-controlled. It does not click Submit, Apply, or
Send, and it does not accept legal terms or signatures for you.

Fields HireRemote intentionally avoids

e Social Security numbers, tax IDs, passwords, dates of birth, and other highly sensitive identity fields.

e Race, gender, disability, veteran status, religion, and similar demographic questions.

e CAPTCHAs, MFA, email verification, anti-bot challenges, and assessments.

e Background-check consent, legal attestations, signatures, or other statements that require the applicant's own

decision.
e Any information not present in the saved profile or otherwise confidently mapped.

Partial autofill is normal
Some ATS systems use cross-origin iframes, custom controls, protected upload widgets, or anti-automation
techniques. HireRemote may fill only part of an application. Complete the remaining fields manually.
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10. Application Tracker

HireRemote SRonMEE

P o cvoauy Application Tracker

® Jobs up to date

& Home
Application Tracker 14
Jobs
Resume
Application Profile

Interview Prep

# Settings

i About

@ Link checks enabled

Figure 15. Application Tracker with workflow columns, notes, and revisit controls.

Every job opened from HireRemote is automatically recorded with its original application URL so the employer/ATS
site can be revisited later. Tracker history is separate from the 90-day job-listing retention cycle.

e Opened - a job/application has been opened from HireRemote.

e Applied - you have submitted the application.

e Interview - the process has advanced to an interview.

e Offer/ Closed - includes later outcomes such as Offer, Rejected, or Withdrawn.

Use the status drop-down to update progress.
Add notes such as recruiter names, interview dates, follow-up reminders, or application details.
Click Visit site to reopen the saved employer/ATS URL inside HireRemote.

Click Delete only when you no longer want the tracker record.
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11. Resume Studio and Resume Analyzer

BUILD

Resume

® Jobs up to date

RESUME STUDIO

» Home
Build a complete, targeted resume from verified facts
Application Tracker 14 Use your Application Profile, an existing resume, and an optional job description. HireRemote builds each section New resume Resume library
separately, scores ATS alignment, and never intentionally invents employers, degrees, certifications, dates, metrics, or
Jobs experience
Resume
e 5 SETUP WIZARD LIVE PREVIEW Modern ATS v
Application Profile 1. Target & source Freteraxy Cybersecurity
et Prep Resume name Target job Resume save  Duplicate = DOCX | PDF
Cybersecurity Resume Senior Security Analyst
Seniority Style
Alex Morgan
Senior " Modern ATS 3 Inaii LI - alex. nple.com - [317) 555-0184

linkedin.com/in/alexmorgan

Length PROFESSIONAL SUMMARY

Use Application Profile Security analyst with 6 years of experience supporting incident response, SIEM
1 ] monitoring, identity and access reviews, and vulnerability-management
programs in distributed environments.

2 pages -

SKILLS

Incident Response - SIEM - IAM - Okta - Vulnerability Management - EDR -

0 Microsoft 365
Use existing resum

Alex-Morgan-Resume. dot EXPERIENCE
B Settings Security Analyst — Example Health Network
Target job description 2022-Present
i About = Investigate security events and coordinate incident response.
Seeking a Senior Security Analyst to lead incident response, « Perform identity and access reviews and support MFA/SSO administration.
SIEM detection engineering, identity reviews, vulnerability « Track vulnerability remediation with system owners.
. management, and security improvements across a
] fankc chesiks Pnabied distributed environment. FOUCATION

B.S. Information Technology — Example University

RARA  Fumcnein @i

Figure 16. Resume Studio setup wizard, ATS score, and live preview.

Resume Studio in v0.2.2 is designed to create a usable targeted resume from verified facts rather than from one
general free-form prompt. It combines Application Profile data, an optional existing resume, and an optional target
job description.

Enter a Resume name so you can identify this version later.

Enter the Target job, such as Senior Security Analyst.

Choose Seniority: Entry-level, Mid-level, Senior, Lead, Manager, or Director / Executive.

Choose an ATS-safe Style: Modern ATS, Classic ATS, or Compact ATS.

Choose a one-page or two-page target.

Leave Use Application Profile selected when you want the builder grounded in the factual profile you
already saved.

Optionally choose an existing PDF, DOCX, TXT, MD, or RTF resume.

Page 22



(]
- HireRemote by Cybality - User Manual

Paste a target job description or choose a recent HireRemote job and click Use selected job.

n Click Build targeted resume.

11.2 Structured resume sections

HireRemote maintains separate fields for Contact Information, Professional Summary, Skills, Experience,
Education, Certifications, and Projects. A matching Cover Letter is stored separately. This lets the app target and
revise individual sections without treating the resume as one uncontrolled block of text.
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11.3 Grounded generation and v0.2.2 reliability behavior

e HireRemote extracts the existing resume locally and preserves section boundaries where possible.
e Application Profile data and extracted resume text are treated as verified source facts.
e Alocal parser reconstructs Summary, Skills, Experience, Education, Certifications, and Projects before optional

Al enhancement.
e If private Al is available, major sections are improved separately and then passed through a second constrained

fact-audit request.
e If an Al section is empty, too short, or contains placeholders, HireRemote falls back to the verified local section

instead of leaving an unfinished template.
e The builder is instructed not to invent employers, titles, dates, degrees, schools, certifications, skills, projects,

years of experience, metrics, or accomplishments.

You still own the final accuracy check
The fact-audit pass reduces hallucination risk but cannot guarantee perfect factual accuracy. Review the live
preview and every exported resume before applying.

11.4 ATS Match Score

e Matched keywords show terms present in both your verified resume/profile material and the target job

description.
e Missing keywords show terms that may improve alignment only if they are actually true for you.
e The ATS Match Score is a comparison aid, not a guarantee that an employer's ATS will rank the resume in a

particular way.
11.5 Achievement Bullet Generator

Paste a factual experience bullet, such as Managed security alerts and escalated incidents.

n Click Improve bullet without inventing facts.

n Review the rewritten result. If it introduces a claim or metric you did not provide, do not use that wording.
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Home
Application Tracker 14
Jobs
Resume
@ Application Profile

Interview Prep

{F Settings

i About

@ Link checks enabled
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BUILD

Resume

RESUME sTUDIO

Build a complete, targeted resume from verified facts

® Jobs up to date

PDF

Use your Application Profile, an existing resume, and an optional job description. HireRemote builds each section New resume Resume library
separately, scores ATS alignment, and never intentionally invents employers, degrees, certifications, dates, metrics, or
experience.
SETUP WIZARD Facteticst LIVE PREVIEW Modern ATS
1. Target & source s i
- larg Cybersecurity
Resume name Target job Resume Save Duplicate DoCX
Cybersecurity Resume Senior Security Analyst
Seniority Style
Alex Morgan
Senior i Modern ATS k4 Indianapalis, IN - alex.morgan@exampie.com - (317) 555-0184
linkeain.com/in/alexmorgan
Length PROFESSIONAL SUMMARY
2 pages - Use Application Profile Security analyst with 6 years of experience supporting incident response, SIEM

11y
Use existing resume

Alex-Morgan-Resume.docx

Target job description

Seeking a Senior Security Analyst to lead incident response,
SIEM detection engineering, identity reviews, vulnerability
management, and security improvements across a
distributed environment.

monitoring, identity and access reviews, and vulnerability-management

programs in distributed environments.

SKILLS

Incident Response - SIEM - IAM - Okta - Vulnerability Management - EDR

Microsoft 365
EXPERIENCE

Security Analyst — Example Health Network
2022-Present
= Investigate security events and coordinate incident response

= Perform identity and access reviews and support MFA/SSQO administration.

= Track vulnerability remediation with system owners.
EDUCATION

B.S. Information Technology — Example University

RARA  Fumcenln Hlnbon

Figure 17. Resume Studio tools, analyzer, and lower-page controls.

e Edit resume content directly in the preview.
e Use Rewrite, Shorten, Strengthen, or Regenerate for editable sections/entries.

¢ Change the ATS-safe template from the preview toolbar.

e Use Save to store the current version in the encrypted local Resume Library.
e Use Duplicate to create a job-specific copy without overwriting the original.

Save multiple resume versions, such as Cybersecurity Resume, Security Manager Resume, or Cloud Security
Resume. Duplicate a version before tailoring it to a different job so your master copy remains intact.

Review the live preview and factual accuracy.

Choose DOCX for an editable Microsoft Word document or PDF for a fixed-layout copy.

Select the destination folder when prompted.

Open the exported file and perform one final layout check before uploading it to an employer.
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11.9 Matching cover letter

Enter the company name if desired and click Generate in the Cover Letter panel. HireRemote uses the same
verified profile/resume facts and target job information. Review and edit the letter before using it.

11.10 Resume Analyzer

The Resume Analyzer accepts PDF, DOCX, TXT, MD, and RTF files. Baseline ATS-oriented scoring runs locally
and can show strengths, top improvements, word count, and frequent keywords. Optional private Al feedback can
add suggestions when the local Al helper is available.

Scanned/image-only PDFs

The resume extractor is text-based and does not include a general OCR engine. If a scanned PDF produces
little usable text, use the original DOCX/TXT file or create a searchable PDF before analyzing or building from
it.
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12. Interview Prep

HireRemote mREe

SR Interview Prep

® Jobs up to date

INTERVIEW PREP
Prepare for the role you actually want 60

4 Home

Application Tracker 1 Paste the job title and job description. HireRemote uses private Al assistance to create role-specific interview questions and ~OMMON QUESTIONS]
an offline fallback if Al is unavailable

Jobs

Resume

TAILORED PREP YOUR PREP SET .
e ; Generate relevant interview questions Tailored questions
@ Application Profile )
Job title
1 Walk me through how you would lead an incident from initial SIEM alert through
Interview Prep Senior Security Analyst containment and lessons learned

Job description 2 How have you improved detection quality or reduced false positives in a SIEM?

Lead incident response, detection engineering, IAM reviews,
vulnerability management, and communicate risk to technical
and non-technical stakeholders. 3 Describe your approach to identity and access reviews in a regulated environment.

a How do you prioritize vulnerabilities when several critical findings affect different
business systems?

5 Give an example of explaining technical security risk to a non-technical leader

Generate questions Research role online

# Settings

Private Al is used when available. If it is unavailable, HireRemote creates
g the title and desi e research op

Jestions locally from th cription. Onling ens ins

i About

@ Link checks enabled

PRACTICE LIBRARY Searrh miest|
it & & Search anestinne

Figure 18. Tailored Interview Prep plus the built-in 60-question library.

Open Interview Prep.
Enter the Job title.
Paste the full Job description. More detail produces better role-specific prompts.

Click Generate questions.

Review the Tailored questions panel and practice answering them aloud using examples from your real
experience.

When private local Al assistance is available, HireRemote can use it to create a tailored practice set. If it is
unavailable, HireRemote falls back to local job-title and job-description analysis so the feature can still produce role-
focused questions.
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12.3 Research role online

Click Research role online to create a targeted web search based on the job title and important terms from the
description. The research page opens inside HireRemote's isolated browser.
12.4 60 common interview questions

The Practice Library contains 60 common questions spanning introductions, motivation, accomplishments, behavior,
teamwork, problem solving, adaptability, leadership, communication, remote work, salary/start timing, and closing
questions. Use Search questions to filter the library.
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13. Settings and languages

HireRemote s
BY CYBALITY Settlngs

® Jobs up to date

JOB SEARCH APP PREFERENCES
Search preferences Language
Application Tracker 14 Target job title Display language
Security Analyst English ¥
Jobs
Keywords IE?\‘;\liac‘mu:.'m-w-:n' Core interface labels and private Al output follow the selected

Resume
Okta, IAM, cybersecurity, remote
Application Profile Private Al assistance
Job location scope Resume and interview-prep Al features run privately on this compute
when available. HireRemote does not expose the underlying Al provide!
My home country only ~ or model in Settings.

Interview Prep

s include roles marked worldwide plus roles whose

wide is
eligibility c

ated ountry or region

Home country

United States

Automatic job update frequency

Daily v

Daily is th

Automatic job updates are always on

[ {3 Settings

No manual refresh is needed. HireRemote keeps the local job database
current based on the schedule above.

i About

@ Link checks enabled

Save changes 5 Save settings

Figure 19. Job-search, location, update-frequency, and language settings.

These settings influence the next automatic job update. Use a concise target title and a small set of meaningful
keywords rather than a very long list.

Worldwide Default. Displays the worldwide database subject to
normal search/category filters.

United States only Shows listings whose stated eligibility supports the
United States or worldwide eligibility.

My home country only Enables the Home country type-ahead field and filters
to worldwide listings plus jobs whose stated
country/region eligibility covers the selected country.

Choose My home country only, begin typing your country, and select the matching country from the populated list.
Unknown-location postings are excluded in this mode rather than being treated as eligible.

e Hourly
e Every 6 hours
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e Every 12 hours

e Daily - default

Automatic updates are always on; there is no manual refresh requirement. HireRemote checks the schedule while
running and also checks at startup.

13.5 Display language
e English - default

e Spanish
e French
e German
e Jtalian

e Portuguese

Core interface labels and private Al output follow the selected language. The underlying Al provider/model is
intentionally not exposed in Settings.
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14. About, privacy, licensing, and security architecture

HireRemote SYRALITY. o
BY CYBALITY About ® Jobs up to date

Application Tracker 14 "
Hire!

s eBaLITY

Jobs

Resume Secure remote job discovery and application workspace

HireRemote organizes remote job discovery
ocal application history, improves r

application links for common warning signs, keeps a
mes, and helps users prepare for interviews.

@ Application Profile
Interview Prep

Cybality LLC www.cybality.com

0.2.2 ® 2026 Cybality LLC

Job data sources in this build

Remote.Jobs.org. HireRemote stores worldwide

1at a posting, emplc
information until yo!

& Settings Deactivate this local installation

[ i About

@ Link checks enabled

Figure 20. About page with company, version, job-source list, security notice, and deactivation control.

e Company: Cybality LLC.

e Website: www.cybality.com.

e Version: 0.2.2.

e Copyright © 2026 Cybality LLC.

e Current source adapters are listed for transparency in the About page.

e Deactivate this local installation clears/deactivates the local membership activation state so the app can require
a valid license again.

e Jobs, application-tracker metadata, settings, resume-analysis metadata, and other local records use a SQLite
database under the current user's Local AppData profile.

e Avalidated Gumroad license key is protected with Windows DPAPI for the current user before being stored
locally.

e Application Profile fields and the managed resume are protected with Windows DPAPI.

e Saved Resume Studio documents are stored as DPAPI-protected ciphertext in the local resume library.

e When a protected resume must be attached to an application or re-read by Resume Studio, HireRemote can
materialize a short-lived temporary file and delete it after use.

HireRemote uses two WebView?2 controls: a trusted Ul locked to the private app origin and a separate external
browser for employer, ATS, search, and application websites. Only the trusted HireRemote origin can use the native
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message bridge. External websites cannot directly call licensing, settings, job database, application-tracker, resume,
interview-prep, or Application Profile APIs through that bridge.

14.4 Membership verification

The client verifies Gumroad membership using the configured product ID and customer-entered license key. No
Gumroad creator/seller API token is embedded in the app. The official Buy or Renew page is fixed to the
HireRemote Gumroad product page.
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SUPPORT

15. Troubleshooting

15.1 SmartScreen keeps blocking the installer

Confirm you have the intended HireRemote MSI from a trusted Cybality source.

n If Windows provides More info, use the per-file Run anyway option only after confirming the file and
source.

If no override is available, do not disable SmartScreen, Smart App Control, AppLocker, WDAC, or
corporate endpoint security. On managed PCs, contact IT. For public distribution, a trusted code-signing
solution is the long-term fix.

15.2 HireRemote opens to a blank window or fails to render

e  Confirm Microsoft Edge WebView2 Runtime is installed and working.

e Restart Windows and launch HireRemote again.

e If the problem began after a WebView2/Windows update, repair or reinstall the WebView2 Runtime, then retry.
e If the app still fails, capture the Windows version, HireRemote version, and any visible error for Cybality support.

15.3 License key is rejected

e Make sure the key belongs to the HireRemote Gumroad product, not another Cybality product.

e Check Internet connectivity.

e Verify the membership is active and not refunded, disputed, charged back, failed, cancelled, or ended.

e Copy/paste the key carefully with no extra spaces.

e If Gumroad is temporarily unavailable but the key was recently verified on this computer, HireRemote can use
its limited offline grace period.

15.4 No jobs appear after startup

Allow the first automatic job update to finish.

Open Settings and temporarily use Worldwide to determine whether a strict country filter is hiding results.
Clear overly narrow title/keyword settings and wait for the next automatic update.

Confirm the computer can reach the Internet.

A provider can be temporarily unavailable; HireRemote can still display previously stored jobs.

15.5 A job link is blocked or shows a warning

Read the security summary. Cancel suspicious links and independently find the employer's official careers page.
Use Open anyway only when you understand the warning and have independently established enough trust in the
destination.
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15.6 An application website does not work correctly inside HireRemote

¢ Click Reload once.

¢ Close the application browser and reopen the job from Jobs or Application Tracker.

e Some ATS sites use custom controls, cross-origin frames, or security restrictions that can limit embedded-
browser behavior.

e If a site requires a feature HireRemote intentionally denies, such as camera or location, complete that employer-
specific step using a method you trust and follow the employer's instructions.

15.7 Assist Apply fills only some fields

e Confirm Application Profile is saved and contains the needed factual information.

e Custom ATS widgets and cross-origin iframes may not expose standard form controls.

e Resume upload may fail on protected/custom file widgets; attach the resume manually if necessary.

e CAPTCHA, MFA, legal consent, signatures, assessments, demographic questions, and highly sensitive identity
fields are intentionally not automated.

15.8 Resume Studio produces missing or weak sections

e Use a DOCX or searchable PDF when possible.

e Complete Application Profile before building the resume.

e Choose Use existing resume so the builder has verified source material.

e Paste a full target job description.

e If a section is weak, edit it directly or use Rewrite / Strengthen / Regenerate, then verify facts.

e v0.2.2 falls back to locally reconstructed verified sections if Al output is empty, too short, or contains
placeholders.

15.9 PDF or DOCX export does not save

e Choose a folder where your Windows user has write permission, such as Documents or Desktop.
e Avoid exporting directly to a protected Program Files location.

¢ Close an older copy of the same DOCX/PDF if another program has it locked.

e Try a shorter filename if the path is unusually long.

15.10 Language did not change everywhere

Save the selected language in Settings and navigate to another section. Core interface labels and private Al output
are localized, but content supplied by employers, job providers, or external web pages remains in the language
supplied by those external sources.
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16. Upgrade, uninstall, and quick reference

16.1 Upgrade to a newer HireRemote MSI

Close HireRemote.

n Obtain the newer MSI from a trusted Cybality source.

Run the new MSI. The WiX installer is authored as a Major Upgrade, so a newer version is intended to
replace the older installed version.

n Launch HireRemote and confirm the new version under About.

Because user data is stored separately under the current user profile, normal application upgrades are
designed around retaining local working data rather than treating every update as a brand-new profile.

16.2 Uninstall

Open Windows Settings.
n Go to Apps > Installed apps.

n Find HireRemote by Cybality.

n Choose Uninstall and follow the Windows prompts.

The free-trial entitlement is not reset by a normal reinstall

HireRemote intentionally stores local trial state outside the main application database as well as under the
current Windows user profile. Uninstalling and reinstalling the app does not create another one-time 10-minute
preview.

16.3 Quick reference

Buy /| Renew https://cybality.gumroad.com/I/[HRCYB

Membership $9.99/month

Trial One 10-minute trial for an eligible Windows user.
Default location Worldwide

Location choices Worldwide; United States only; My home country only
Job updates Hourly; every 6 hours; every 12 hours; Daily (default)
Job retention 90 days in the local job database

Resume formats PDF, DOCX, TXT, MD, RTF

Resume exports DOCX and PDF

Languages English, Spanish, French, German, Italian, Portuguese
Company Cybality LLC
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Website www.cybality.com

16.4 Safer job-search habits

¢ Independently verify an employer before providing sensitive personal information.
e Do not pay a recruiter or employer to receive a job.
e Do not buy gift cards or send cryptocurrency as part of a hiring process.

e Be cautious when a recruiter moves communication to unusual channels or pressures you to act quickly.

e Compare the application domain with the employer's official website.
e Review every Assisted Auto Apply field before submitting.
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SOURCES

References and version basis

This manual is based on the supplied HireRemote by Cybality v0.2.2 Windows source/build package, including its
README, release notes, installer authoring, and product documentation for Security, Job Sources, Gumroad
Licensing, Free Trial, Assisted Auto Apply, Architecture, and Resume Studio.

Microsoft Windows security references

e Microsoft Defender SmartScreen overview - Microsoft Learn (current Windows 10/11 guidance).

e SmartScreen reputation for Windows app developers - Microsoft Learn. Microsoft notes that unsigned files start
each new version without transferable publisher reputation.

e Code signing options for Windows app developers - Microsoft Learn.

SmartScreen dialog variability

Microsoft can change the wording and behavior of SmartScreen, Smart App Control, and reputation checks.
This manual intentionally recommends the narrow per-file trust decision when available and does not instruct
users to disable security features globally.

Cybality product links

HireRemote membership: cybality.gumroad.com/l/HRCYB

Cybality website: www.cybality.com

END OF MANUAL
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